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responsiveness. This is not appropriate when the emphasis is on achieving low power operation 
such as in embedded systems where a very fine granularity of control is desired and the emphasis is 
on very low power operation. In networks of this type, a much more aggressive low power strategy 
is therefore required such that the default state of the node can be powered off rather than on. 



[10] Preferred embodiments of the present invention provide an architecture and procedures for 
achieving low power operation based on a flexible distributed democratic voting mechanism 
wherein power modules associated with specific hardware and software components express their 
dependencies on other node components through a simple voting procedure. As a result, only those 
components currently in use or needed by another component would normally be in the on state and 
therefore dissipating power. The system is highly modular and flexible and can acconmiodate a 
wide range of node component dependencies in an organized and integrate d fashion. 

[18] Figure 1 (a) shows a set of nodes or communication points which are able to move around 
but remain in range of each other. This is referred to as a cloud of devices of the type which might 
be carried about by a person in luggage, in a vehicle or between a small group of people working in 
the same environment. Such devices can be made aware of each other via their nodes which can 
communicate by radio with other nodes and offer services to each other. They may be able to use 
each other*s services sometimes for extended periods. For example, a personal data organizer may be 
authorized to use the mobile telephone of its user for e.g. sending and receiving messages by fax or 
E-mail. 



[19] Figure 1 (b) shows endpoints which include nodes and which move around occasionally 
coming within range of other nodes that provide services to which they have no special 
authorization. This is referred to as a nomadic node. The sort of services it might use are those that 
tell it about its environment e.g. position and local facilities, and those which might allow it to 
personalize another node by configuring it in a way that is suitable for a particular user. For 
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example, a telephone may be pre-primed with a set of commonly dialed numbers when it detects a 
node owned by the person who has those commonly dialed numbers nearby. 



[21] Systems embodying the present invention may be decentralized. If they are, then every 
device must be able to independently describe itself to a sufficient level for it to be useful to others. 
This decentralized approach is used because knowledge about nearby objects which have nodes 
associated with them is more important than the knowledge of other devices which are not nearby. In 
particular, using such a system eliminates the need to contact and maintain a centralized database 
wherever a new node is encountered. That would require global connectivity. 
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[27] The problem is that the controller does not know when it should power the component on or 
off. Therefore, to influence the behavior of a particular power controller, power modules are used. 
Each code module which wishes to influence the power controller requires a power module 
connected to that controller. These provide a means for voting either for or against the connected 
power controller entering a low power state. The power controller will enter the low power state 
when all associated power modules are in favor and will leave that state the moment one related 
power module votes against it. The mechanism whereby the signals are exchanged by power 
modules of the controllers is implementation and component specific. For example, in a real time 
message based system, these votes can be indicated by sending the appropriate message from the 
given power module to the power controller. 



[33] Each power module may have two helper functions called Power Down FN and Power Up 
jP^^ FN. Once active, as soon as it is established that all power module votes are in favor of powering 
down, the power controller will take the following steps. Every related power module which has one 
will have its power down FN called. After calling each power down FN, the voting is double 
checked. If those are still in favor, then the next power down FN is called, etc. If the low power 
state has been vetoed with a No vote, then the power up FN*s are called for each module which 
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^ previously had its power down FN called. If after notification, voting is still in favor of powering 
[(vj2^ down then the power controller's power down FN is called. This initiates the powering down of the 



CPU hardware. 



[35] During system initialization, all power controllers will have been initialized. During this, the 
system will establish how many power modules wish to vote on each particular power controller. If 
there are no modules wishing to vote on a particular power controller, then it will be put into a low 
power state by calling its power down FN. Later, during normal device and process initialization, 
any code which includes the power module can initialize that power controller. It is at this stage that 
a connection to the relevant power controller is formed and an initial vote registered. Power 
controllers cannot take any power saving action until all related power modules have been 
initialized, otherwise the system may not start correctly. 

[36] Nodes may be deployed in a variety of roles, so to simplify development, code is written in a 
modular fashion whereby code in each module may be written independently of and without 
reference to the other modules. When a node is customized, for a particular role, the required code 
modules are linked together to form an image which is downloaded to the node. As a result, when 
writing a module, any decisions or actions that may conflict with other modules should be avoided. 
Typically, the other modules may be specified as required and their presence assumed. However, 
this reduces the variety of available module permutations. This has particular implications to power 
saving. 



[40] A power controller may be provided integrally with a power module. This will lead to 
savings in the number of components used if hardware implemented on savings by integrating 
software in a software implementation. This integrated power module is then used to send signals 
(i.e. votes) to other power controllers indicating that its associated component wishes to make use of 
another component associated with another power controller. 



